
BACKGROUND PAPER

TACKLING DISINFORMATION AND THE USE OF SOCIAL MEDIA

Social media and networks (henceforth ‘social media’) have become an essential space of public
and semi-public discourse. They have shown their democratising potential by increasing access to
information and greatly lowering the barrier of participation in public debates. However, the last
few years have also shown some of the risks that are present in social media. The low barriers to
participation have been used by various state and non-state actors attempting to undermine
electoral integrity by spreading disinformation, intimidating stakeholders and suppressing free
speech.

The social media sphere is managed by a handful of big companies, which have only belatedly
woken up to the challenge and started to tighten user policies and to give more attention to paid
or unpaid content on their services. Often, they frame the problem in biological terms (“healthy
debate”) or vague terms like “positive” discourse, rather than acknowledging that discourse is a
social interaction for which a rights-based approach is appropriate, which can draw on an already
agreed framework and international legal obligations.

The human rights discourse related to social media has been mostly focused on one right, freedom
of expression, with many observers rightly concerned about attempts to stifle free speech on the
internet. Additionally, there has been concern over civil rights, in particular the right to privacy.
Where social media companies have committed themselves to uphold human rights, e.g. the
Global Network Initiative, they have focused on these two rights.

Another aspect of human rights protection has hardly figured in the public debate or company
initiatives such as the Global Network Initiative: the right to political participation (article 25
International Covenant on Civil and Political Rights, ICCPR). This right is not only concerned with
the expression of opinions, but also with their formation. This is an agreed concern in Europe as
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can be seen for example by the existence of public broadcasting in all EU member states. Opinion
formation is a crucial part of a “genuine” election (as is specified in ICCPR article 25).

According to the UN’s Human Rights Committee the right to vote in elections implies that “voters
should be able to form opinions independently, free of violence or threat of violence, compulsion,
inducement or manipulative interference of any kind” (General Comment 25). These are exactly
the concerns raised about speech on social media: threats of violence, hate speech, manipulative
interference for example through social bots or through trolls. However, there has been little
debate on how these issues could be addressed in the framework of human rights.

While private companies, like social media platforms, are not directly bound by international
human rights obligations like the ICCPR, states are expected to enforce human rights obligations
also against private parties. In addition to this indirect effect of human rights, the social media
companies are also directly bound by commitments they have made in various contexts, such as
the Global Network Initiative or obligations emanating from the agreements on business and
human rights.

As the formation of opinion is included in international human rights obligations, the role of social
media is a legitimate aspect of international election observation. Furthermore, there is massive
public interest in the issue; if international election observation does not address the role of social
media, it risks missing an important element of the process and thereby relevance. While
systematic research is still in the early stages, there is no doubt that social media has an impact in
forming opinions.

Currently election observers are set-up to detect traditional manipulations, such as ballot box
stuffing or the dominance of the ruling party in the public media, but they are not set up to
monitor, understand and report on a serious attempt disinformation. It is not a far-fetched
scenario that in a closely fought election, where one percent can make the difference between
winning and losing, a major disinformation attacks could have a decisive effect. Russian actors
already tried to do this in the French Presidential elections. Current election observation
methodologies would have little to say in that situation. So election observers had little to say on
the biggest controversy around the 2016 US elections, namely manipulative interference on social
media.

There are three major challenges in observing social media. First, the obligation to allow opinions
to form free of threats and manipulation is potentially large and not yet well-defined. Second, the
space to be observed, interactions on social media, is also huge. Observers would need to know
with some precision what to look for.  Any social media information posted somewhere, on any
channel, at any time could potentially influence voters.

Third, the technical possibilities to retrieve large data from social media networks are becoming
more limited. Facebook, in particular, has become much more restrictive in the wake of the
Cambridge Analytica scandal; it is not currently possible to retrieve structured data from Facebook
in a manner that is compliant with their Terms of Service. However, some social media listening
agencies do still have access to such data, and researchers can still use web scraping to retrieve
data. But even if huge amounts of structured data could be retrieved, analysing this data requires
specific technical skills, which creates its own limitations. Furthermore, a lot of social media
interaction is moving into closed chat groups, which cannot be monitored by international
observers.
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Issues at stake - discussion points:

 What does human rights law, the reference point for international election observation,
tell us about the disinformation threat in social media?

 How can election observation processes better understand political discourse and
disinformation threats?

 How to address the technical challenges to gather and analyse data from social media?

 What has been done practically by international observers to monitor social media in
elections and how could they do more?

* Source: “Social Media/Networks, Disinformation and International Public Law in the Context of Election Observation”, by Michael Meyer-Resende
(Democracy Reporting International). Report funded by the European Union : https://democracy-reporting.org/a-new-frontier/


